BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Péoc 1ap - Tu do - Hanh phic

Sb: 13 /BC-CATTT Ha N¢i, ngay 09 thang 08 nam 2024

BAO CAO AN TOAN THONG TIN MANG VIET NAM
(Thang 7/2024)

Thue hién chirc nang quan 1y nha nude va to chirc thuc thi phap lut vé an
toan thong tin mang, Cuc An toan thong tin phat hanh Bao cdo An toan thong tin
dinh ky hang thang.

Bio céo cung cip thong tin vé cac sy kién an toan thong tin mang, xu huéng
tan cong mang, cac 16 hong an toan thong tin méi dugc cong bd... Thong tin nay
gitip cac co quan, té chire ndm bt kip thdi cac van dé an toan thong tin mang
dang dién ra tir d6 co6 thé chu dong trién khai kip thdi cac bién phap (con ngudi,
quy trinh, cong nghé) dé bao dam an toan thong tin cho co quan, to chirc minh.

Trong thang 7/2024, Cuc An toan thong tin (B6 Thong tin va Truyén thong)
d3 phat hanh cac van ban canh béo lién quan dén mot s6 16 hong méi dang ton tai
trong thuc té, canh bao vé chién dich tan cong ma doc dén céc co quan, to chire,
doanh nghiép.

Trong thang 7/2024, hé théng giam sat, canh bao som rai ro cta Trung tim
Giam sat an toan khong gian mang qudc gia (NCSC), Cuc An toan thong tin da
ghi nhan hang trim tén mién gia mao cac co quan, t6 churc tai chinh, cic ngan
hang nham muc tiéu lra ddo ngudi dan trén khong gian mang. Vé nguy co, rii ro
m&i, Trung tdim NCSC ghi nhan 12 18 hdng méi c6 thé gy ra cac nguy co Nghiém
trong dén hé thong thong tin. Trung tdm NCSC ciing da phan tich va cong b
danh sach cac chi bao tAn cong mang (IoC) lién quan dén cac chién dich tin cong
c6 thé anh huong dén Viét Nam tai cac don vi.

Pé nghi cac don vi, t6 chirc, doanh nghiép nghién ctru cac thong tin vé cac
nguy co rii ro trong bao cio, thuc hién ra soat hé thong, xur Iy cac van dé vé an
toan thong tin mang trong hé théng va guri két qua bao céo ra soat vé dia chi thu
dién tir nesc@ais.gov.vn cham nhit trweée ngay 25/8/2024.
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1. Canh bao an toan thong tin da phat hanh trong thang

BAO MAT

TRONG CAC
SAN PHAM
MICROSOFT

Trung tam NCSC da phat hanh
cac tin canh bao hang tuan trén
https://khonggianmang.vn/  vé
cac van dé an toan thong tin trén
khong gian mang; ghi nhan,
thdng ké sb liéu vé tinh trang an
toan thong tin tai Viét Nam trong
thang vura qua.

Vin ban s6 1310/CATTT-NCSC
vé viée 16 héng bao mat anh
hudng cao va nghiém trong trong
cac san pham Microsoft cong bd
thang 07/2024 phat hanh ngay
12/07/2024.

AN THONG TIN
TRUNG TAM GIAM

NCSC..

CANH BAD ¢

TuAn

AN TOAN THONG TIN

N KHONG GIAN MANG QUOC GIA
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2. Tinh hinh két néi, chia sé dir liéu ciia cac bd nganh dia phwong

Tinh hinh két ndi, chia sé dit liéu giam sét theo yéu cau Chi thi s6 14/CT-
TTG nam 2019. Pén thang 7/2024 di c6 87 don vi (63 Tinh/Thanh, 24
B9/Nganh) trién khai cong tic gidm sat an toan thong tin va thuc hién két néi chia
sé dir lidu giam sat voi Trung tam Gidm sat an toan khong gian mang quoc gia
(NCSC). Thong qua két ndi chia sé dir liéu glam sat tur 87 don vi, H¢ thong k¥
thuat cia Trung tAm Gidm sat an toan khong gian mang qudc gia ghi nhan 73/87
don vi co két ndi chia sé dit lidu tuong ddi day du, 14/87 don vi khong nhan duoc
dir liéu chia sé.

Theo ghi nhén tir H¢ théng ky thuat cua Trung tdm Giam sat an toan khong
gian mang quoc gia cho thay con ton tai nhiéu don vi B&/Nganh, dia phuong chua
thuc hién chia sé dir liéu. Pé dam bao an toan hé thong thong tin qudc gia, Cuc
An toan Thong tin dé nghi cac don vi khan truong trién khai nghiém tc va chat
ché€ cac quy dinh theo chi thi cua Tha tuéng Chinh phu dé thuc hién viéc chia sé
dir liéu nham dam bao tinh lién thong, an toan va hiéu qua trong quan 1y va diéu
hanh hé thong thong tin qudc gia.

Ghi chii: Danh sdch tinh trang trién khai céng tdc gidm sdt ciia cdc don vi
tai Phu luc V kem theo.

‘Tinh hinh trién khai giai phap phong chéng ma doc dap ung yéu cau cta Chi
thi s6 14/CT-TTG nam 2018. Pén thang 7/2024 di c6 88 don vi (63 Tinh/Thanh,
25 B{/Nganh) trién khai giai phap phong chéng ma doc tap trung va thuc hién
két noi chia s¢ thong tin vé ma doc voi Trung tam Giam sat an toan khong gian
mang qudc gia (NCSC). Hién nay, con ton tai 03 don vi bao gom: Bd Gido duc
va Pao tao, Bd Nong nghiép va Phat trién nong thon, Uy ban Déan tdc chua
thue hién chia s¢ dir liéu ma doc vé Hé thong k¥ thuat ctia Trung tam Giam sat an
toan khong gian mang qudc gia (N CSC) Vi viy, dé nghi cac don vi thuc hién chia
sé day du thong tin dir liu ma doc nham nang cao nang luc phong, chéng phan
mém doc hai va thyc hién danh gia chi s6 1ay nhiém phan mém doc hai & cac bo,
nganh, dia phuong, coi day la mot trong nhiing ti€u chi danh gid mirc d¢ bao dam
an toan thong tin cua cac bd, nganh, dia phuong.

Thong qua viéc két ndi chia sé dir liéu vé ma doc tir 88 don vi, H¢ thong k¥
thuat cua Trung tdm Giam sat an toan khong gian mang quoc gia (NCSC) ghi nhén
82/88 don vi co két n01 thuong xuyén. Trong cac don vi két ndi thuong xuyén cd
82/82 don vi chia sé vé hé diéu hanh cic may (tong s6 may la 274.557).

Ghi chii: Danh séch trinh trang trién khai giai phap phong chéng ma déc
cua cac don vi tai Phu luc VI kem theo.
3. Phat hién va ngan chin lira ddo trén khong gian mang
Thuc hién cong tac kiém tra, ra so4t an toan thong tin trén khong gian mang,
Trung tdm Giam sat an toan khong gian mang quoc gia (NCSC) da ghi nhén
125.059 dia chi website gia mao co quan, to chirc. Cac d6i tuong sir dung website
gia mao nay dé lira dao, gay thiét hai cho ngudi dan trén khong gian mang, dong
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thoi gay thiét hai nghiém trong dén uy tin, thuong hiéu cua chinh co quan, t6 chirc
bi gid mao.

Muc tiéu hudng dén cua cac doi tuong Itra ddo 1a Itra ddo nguoi dan thong
qua gid mao cac website cia co quan chirc nang, cac to chirc tai chinh — ngan hang,
cac san thuong mai dién tir, cac cong ty 1on...

Trong thang 7/2024, hé thdng ctia NCSC da phat hién 125 website gia mao
thuong hiéu voi myc dich lra dao dugc phat tan trén khong gian mang. Pé nghi
cac don vi, to chure, doanh nghiép can chu dong ra quét, phat hién som cac website
ltra d4o gia mao to chirc ciia minh, canh bao sém dén nguoi dung cia minh nhim
ngin chin cac hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho
ngudi dung, bao vé chinh thuong hiéu cua to chirc.

Phét hién website gid mao thuong hiéu vaéi muc dich Iira ddo truc tuyén trén khéng gian mang trong thang

'WEBSITE DIACH P GIA MAO TG CHIC

https://shop[.]global-selling[.}Jtop Website gid mao san TMDT Amazon

hrtps:_.':'f_zadaevenll-]mm Website gid mao san TMDT Lazada

hﬂpsgl{};fikiemdnn24[-]cum Website gid mao san TMDT Lazada

https://da1215[.Jcom

Website gia mao san TMDT Lazada

https://wwwi.]hethongnhanvien[.Jcom Website gid mao san TMDT Lazada

Xem thém

Danh sach cdac website lwa dao dwoc cap nhat tai
https.//alert.khonggianmang.vn/

Ghi chu: Danh sach cac website gia mao da phat hién tai Phu luc I kem theo.

4. Phat hién va canh bao sé'm céc 16 hong ciia cac hé thong thong tin trén
khong gian mang

Thuc hién nhiém vu thu thap thong tin, tong hop, phan tich, theo déi va du
béo, canh bao sém xu hudng vé cac hoat dong, dién bién trén khong gian mang
Viét Nam. Trong thang, Hé thong giam sat ky thuat cia NCSC da ghi nhan c6
36.497 diém yéu, 16 hong an toan thong tin tai cAc may chil, may tram, hé thong
thong tin cia cac co quan t chiic nha nudc.

Ghi chii: Danh sach TOP 10 diém yéu, 16 hong ton tai phé bién trén cdc mdy
clia co quan, té chirc tai Phu luc 11 kem theo.

Trong thang 7/2024, hé thong giam sat, ra quét tir xa caa Trung tAm NCSC
d3 phat hién hon 1600 13 hong trén 5000 hé théng dang mé cong khai trén Internet.
Trung tdm NCSC ciing d3 ghi nhan 12 16 hdng méi duoc cong b, cb6 mirc dd anh
huong Nghiém trong/Cao co6 thé bi loi dung dé tan cong, khai thac vao cac hé
thong cua cac co quan, to chirc. Cac 16 hong nay 1a cac 15 hong ton tai trén cac
san pham pho bién ctia nhiéu co quan, to chirc, doanh nghiép. Pé nghi cac don vi
can thuc hién kiém tra toan dién va ra soat hé théng cua minh giup xac dinh h¢
thong cta minh cé sir dung cac san pham bi anh hudng boi cac 16 hong khong,


https://alert.khonggianmang.vn/
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nhanh chéng dua ra bién phap khic phuc kip thoi dé bao vé an toan thong tin.
bong thoi, lién tuc cap nhat thong tin ve cac 16 hong madi, cac xu hudng tan cong
trén khong gian mang.

Phét hién 18 héng tir 5000+ hé théng dugc gidm sat trong thang

Apache Log4Shell RCE detection via callback correlation (Direct Check HTTP)

LO HGNG

Apache Solr 7.4.0 <= 7.7.3 / 8.0.0 <= 8.11.0 RCE

Microsoft Exchange Server RCE

Sophos XG Firewall User Portal and Webadmin Authentication Bypass (CVE-2022-1040)
Oracle WebLogic Java Object Deserialization RCE

Apache mod_proxy Content-Length Overflow

Microsoft DNS Server Remote Code Execution (SIGRed)

Xem thém

Danh sdch cac 16 héng moi duwoc cdp nhdt tai https.//alert.khonggianmang.vn/

Thong ké cac 16 hong dang chui y dwoc ghi nhan trong thang 7/2024:

Ma diem

TT yé'u/l(ri héng Ghi chu
- biém CVSS: 8.1 (Cao)
- Mo ta: L3 hong cho phép ddi tuong
tan cong truy cap va thuc thi cac hanh . '
CVE-2024- - gh Tuy cap L https.//qu.mst.gov/vul
1 6387 Vi trai phep. n/detail/ CVE-2024-
- Anh huéng: OpenSSH. 6387
- L) hong da c6 ma khai thac va dang
bi khai thac trong thuc té.
- Piém CVSS: 9.8 (Nghiém trong)
- M6 ta: LS hong cho phép d6i tuong
tan cong thuc thi ma tir xa. : i
CVE-2024- 7 gt | https.//qu.mst.gov/vul
2 6327 - Anh hudng: Progress Telerik Report | 1/detail/ CVE-2024-
Server 6327
- Lé hong dang bi khai thac trong thuc
te.
- Diém CVSS: 9.8 (Nghiém trong) https://nvd.nist.gov/vul
CVE-2023- ~ 2 .. )
3 45249 - Mo ta: Lo hong cho phép doi tuong 1/detail/ CVE-2023-
tan cong thuc thi ma tir xa. 45249
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- Anh huéng: Acronis
Infrastructure

Cyber

- L) hong di c6 ma khai thac va dang
bi khai thac trong thyc te.

CVE-2024-
36401

- Biém CVSS: 9.8 (Nghiém trong)

- M6 ta: LS hong cho phép d6i tuong
tan cong thuc thi ma tur xa.

- Anh huéng: GeoServer

- L) hdng di c6 ma khai thac va dang
bi khai thac trong thyc te.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
36401

CVE-2024-
23692

- Piém CVSS: 9.8 (Nghiém trong)

- M6 ta: L hong cho phép d6i tuong
tan cong thuc thi ma tur xa.

- Anh huong: Rejetto HTTP File
Server

- L6 hong di c6 ma khai thac va dang
bi khai thac trong thyc te.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
23692

CVE-2024-
38112

- Piém CVSS: 7.5 (Cao)

- M6 ta: L3 hong cho phép ddi twong
tan cong truy cap va thyc thi cac hanh
vi trai phép.

- Anh huong: Windows 10, Windows
11, Windows Server 2008, Windows
Server 2012, Windows Server 2016,
Windows Server 2019, Windows
Server 2022.

- L) hong da c6 ma khai thac va dang
bi khai thac trong thyec te.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
38112

CVE-2024-
37085

- Biém CVSS: 6.8 (Cao)

- Mo ta: L3 hong cho phép ddi tuong
tan cong truy cap va thuc thi cac hanh
vi trai phép.

- Anh huong: VMware ESXi

- L) hong da c6 ma khai thac va dang
bi khai thac trong thuc té.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
37085

CVE-2024-
36991

- Piém CVSS: 7.5 (Cao)

https://nvd.nist.gov/vul
n/detail/CVE-2024-
36991
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- M6 ta: L4 hong cho phép ddi tuong
tan cong truy cap va thuc thi cac hanh
vi trai phép.

- Anh hudng: Splunk Enterprise trén
Windows.

- L) hdng di c6 ma khai thac va dang
bi khai thac trong thyuc te.

- Piém CVSS: 8.1 (Cao)

- M6 ta: L4 hong cho phep dbi tuong
tan cong thyuc hién tin cong tir chdi

https://nvd.nist.gov/vul

9 CV?&??OG dich vu, thuc thi ma tur xa. n/detail/CVE-2006-
- Anh huéng: OpenSSH. 5051
- ,Lé hong dang bi khai thac trong thuc
te.
- Piém CVSS: 10.0 (Nghiém trong)
- M6 ta: L hong cho phép ddi tuong
tan cong truy cap va thuc thi cac hanh bt /v st govival
) | vi trai phép. ps://nvd.nist.gov/vu
10 CVE-2024 , PREP . n/detail/ CVE-2024-
20419 - Anh hudng: Cisco Smart Software 20419
Manager On-Prem
- LS héng dang bi khai thac trong thuc
te.
- Diém CVSS: 9.8 (Nghiém trong)
- Mo ta: L4 hong cho  phép dbi tuong
tan cong thyc hién tin cong tir chbi
dich vy, thuc thi ma tir xa, truy cép va . i
CVE-2024- 1 4, thuc't 1 tur Xa, truy cap https.//qu.nlst.gov/vul
11 thuc thi cac hanh vi trai phép n/detail/CVE-2024-
20401 ; . :
- Anh hudéng: Cisco Secure Email 20401
Gateway
- ,Lé hong dang bi khai thac trong thuc
te.
- Biém CVSS: 8.1 (Cao)
- M6 ta: L6 hong cho phép dbi tugng
tan cong truy cap va thuc thi cac hanh bt /rvdmist. eovival
] i Vi trai phé. ps://nvd.nist.gov/vu
1| G0 PP w/detail/CVE-2024-

- Anh huéng: Windows 10, Windows
11, Windows 2019, Windows 2022.

- Lb hong di c6 ma khai thac va dang
bi khai thac trong thuc t€.

21412
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5. Phan tich rii ro va cinh bao s¢m cac nguy co’ tan cong co6 chu dich

Thuc hién phan tich, theo doi va du bao, canh bao sém xu huéng vé tn cong
mang, Cuc An toan thong tin (Bo Thong tin va Truyén thong) phét hién xu huong
tan cong ma hoa tong tién (ransomware) tang cao trong thoi gian gan day. ba co
mot s hé théng thong tin clia co quan, t6 chic, doanh nghiép tai Viét Nam bi su
cd tan cong, gdy gian doan hoat dong va thiét hai vé vat chat, hinh anh cua cac co
quan, td churc, doanh nghi¢p, cling nhu hoat dong bao dam an toan khong gian
mang qudc gia. Cuc An toan thong tin da phat hanh Cong van s 1310/CATTT-
NCSC ngay 12/7/2024 vé viéc 16 hong an toan thong tin anh hudng cao va nghiém
trong trong cac san pham Microsoft cong bd thang 07/2024.

Trung tim NCSC d4 tién hanh thu thap, phan tich va phat hién nhiéu chi bao
(Indicators of compromise) vé tan cong mang c6 thé anh huéng dén co quan, t6
chtrc, doanh nghiép Viét Nam. Cac don vi can chii dong ra soat cic may chu, may
tram, ra soat toan bo cac hé théng giam sat theo cac chi bao ma Trung tim NCSC
cung cap trong bao cdo nham xur 1y sém céc rai ro trong hé thong, lién tuc cap
nhat céc chi bao vé tin cong mang, dac biét la cac chi bao da dugc chia sé tir hé
thong ctia Trung tdm NCSC.

Phét hién loC c6 lién quan dén céc chién dich t&n céng vao Viét Nam trong thang

10c NHGOM TAN CONG APT

hxxp://sdfa.liveblog365[.Jcom/ares/babyhades.txt Nhém APT Kimsuky
hxxp://sdfa.liveblog365[.Jcom/ares/hades.txt Nhom APT Kimsuky
38e27983c757374d9bae36a2e2520e8e Nhém APT Kimsuky
bba3b15bad6b5a80abSfa%a49b643658 Nhém APT Kimsuky
193.239.86[.1168 Nhom APT Ghost Emperor
imap.dateupdatal.Jcom Nhom APT Ghost Emperor

bab2ae2788dee2c41065850b2877202e57369f37 Nhém APT Ghost Emperor

Thong tin 10C dwoc cung cd'p tai https://alert.khonggianmang.vn/

Ghi chii: Danh sich cdc IOC ¢6 thé anh huéng t6i co quan, té chire doanh
nghiép Viet Nam ghi nhan tai Phu luc 11l kem theo.

6. Phat hién va canh bao sém cac nguy co botnet trong hé thong

Thuec hién viéc phan tich va phat hién sém cac nguy co tir bén trong hé thong,
ddc biétla cac nguy co may chil, may tram trong hé théng nhiém ma doc, tro thanh
botnet. H¢ théng giam sat cuia NCSC da thuc hi¢n thu thap chia sé thong tin vé
cac mbi de doa trén khong gian mang véi cac to chirc qubc té, giam sat lién tuc
cac mang ludi botnet.

Trong thang 7/2024, Trung tim NCSC phat hién 19 hé thong cua cic don vi
co két noi dén ha tang botnet. Trung tam NCSC da thyc hién chia s¢ cac thong tin
botnet nay dén cac don vi thong qua h¢ thong phat hién canh bao sém botnet.


https://alert.khonggianmang.vn/

Phat hién 100+ hé th8ng bi I8y nhiém m& déc botnet trong thang

T6 CHUC B ANH HUONG DIA CHIIP caC

216.218.185.162

216.218.185.162

216.218.185.162

216.218.185.162

Xem thém

Théng tin cdc hé thong ghi nhdn nhiém botnet trén hé thong phdt hién canh bdo sém.

Ghi chii: Danh sdch cdc don vi ¢é dia chi IP nam trong botnet ghi nhan tqi
Phu luc 1V kem theo.

Pé nghi cac don vi, t6 chitc, doanh nghiép nghién ctru cac thong tin vé cac
nguy co rui ro trong bao cdo, thuc hién ra soat hé thong, xu 1y cac van dé vé an
toan thong tin mang trong hé théng. Trong qua trinh thuc hién, néu c6 thong tin
can hd tro dé nghi lién hé véi Trung tim Giam sat an toan khong gian mang quéc
gia, Cuc An toan thong tin, Bo Thong tin va Truyén thong, dién thoai:
024.3209.1616 hodc s6 dién thoai truc dudng day nong hd tro giam sat, canh bao
som 0961.405.333, thu dién ti: ncsc(@ais.gov.vn./.

Noi nhdn: CUC TRUONG
- Nhu trén;

- Thi truéng Pham Puc Long (dé b/c);

- Pon vi chuyén trach vé ATTT/CNTT cua: Vin
phong Trung wong Péang, Vian phong Qudc hoi,
Vin phong Chu tich nuréc, Toa an Nhan dan toi
cao, Vién Kiém sat nhan dan tbi cao, Kiém toan
Nha nuéc;

- Bon vi chuyén trach vé& ATTT/CNTT cua cac bo,
co quan ngang bd, co quan thudc Chinh phu;

-S6 TT&TT cac tinh, thanh phé truc thudc TW;

- Cac Tap doan kinh té va Tong cong ty nha nudc;
- Cac T6 chuc tai chinh, Ngan hang thwong mai nha
nudc;

- Ngéan hang Chinh séch xa hoi;

- Ngan hang Phit trién Viét Nam;

- Ngan hang Hop tac xa Viét Nam;

- Céc Té chire, doanh nghiép hoat dong trong linh vuc
thuong mai dién tur;

- Céc t6 chtre, doanh nghiép cung cép dich vy trung gian
thanh toan, vi dién tir;

- C4c Cuc: Vién thong, Buu dién Trung wong;

- Cac Trung tam: TTTT, VNNIC;

- Cac doanh nghiép: VNPOST, VTC;

- Cyc truédng;

- PCT Tran Piang Khoa;

- Céc phong: ATHTTT, TT&HTQT:

- Trung tam VNCERT/CC;

- Lvu: VT, NCSC.L1Q.
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Phu luc |

DANH SACH CAC WEBSITE GIA MAO, LUA PAO PHAT HIEN
TRONG THANG
(Kém theo Bdo cdo s6 /BC-CATTT ngay  thang  nam 2024
cua Cuc An toan thong tin)

TT Website gia mao Ghi chu
Website gid mao san TMDT
1 https://shop|.]global-selling[.]top 8 '
Amazon
Website gia mao san TMDT
2 https://vn156475p[.]Jcom
Amazon
, Website gia mao Bao hiém Xa
3 https://vssid[.]Jgovvvn[.]com o
ho1 Viét Nam
, Website gia mao Bao hiém Xa
4 https://vssidgov[.]Jcom o
ho1 Viét Nam
Website gia mao Bao hiém Xa
5 | https://baohiemxahoi[.]vnagov[.]Jcom gN .
ho1 Viét Nam
Website gia mao Bao hiém Xa
6 https://vssid[.]govnn][.]cc/ gN .
ho1 Viét Nam
7 https://mojgov[.]weebly[.]Jcom Website gia mao Bo Tu phap
, , Website gia mao Cong ty Co
8 https://icchanoi].|net/ N Lz o
phan Dau tu Quoc té ICC Ha No1
Website gia mao Cong Ty Co
9 nappthe[.]Jvn Phan Giai Tri Va Thé Thao Pién
Tu Viét Nam
Website gia mao Cong ty cd
10 https://giiao[.]hangtietkiem[.]Jcom \ g L gmy
phan giao hang tiét kiém
) o Website gia mao Cong ty co
11 https://vgiao[.]hangtietkiem][.]com/ N RN
phan giao hang tiét ki€ém
Website gia mao Cong ty cd
12 bachhoaxanhh[.]Jcom phan Thuong mai Bach Hoa

Xanh
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https://homecredit[.]hethongvaynhan

Website gia mao Cong ty Tai

13 chinh TNHH MTYV Home Credit
h247[.]com/ .
Viét Nam
Website gid mao Cty tai chinh
14 https://ngsncoau].]buzz/ tnhh ngan hang viét nam thinh
vugng smbc
15 https://dienmayxanhctv24[.]Jcom Website gid mao Dién may xanh
16 | https://thisinhthanhlich2024[.]Jcom Website gia mao Facebook
https://binhchoncuocthivetranhsinhvi L
17 Website gia mao Facebook
en2024[.]weebly[.]Jcom
18 https://mfacebook-com[.]vn/ Website gia mao Facebook
https://bethivetranh2024]. blyl[.
19 pS:HDEHIVEan [-Jweeblyl.Je Website gia mao Facebook
om
20 | https://events[.]pubg-vnggame[.]Jcom Website gid mao Facebook
Website gid mao san TMDT
21 https://duyetdonlazada[.]com 8 '
Lazada
Website gia mao san TMDT
22 https://da8975[.]com
Lazada
Website gia mao san TMDT
23 https://1a5959[.]com
Lazada
Website gid mao san TMDT
24 https://www|.]iazada[.]com/ 8 '
Lazada
5s https://www][.]hethongnhanvien[.]co Website gid mao san TMDT
m Lazada
Website gid an TMDT
26 https://dal215[.]com eoSIte S1a mao sal
Lazada
Website gid mao san TMDT
27 https://lazadaevent[.]com/
Lazada
: Website gid mao san TMDT
28 https://lzdkiemdon24[.]com

Lazada




12

29 | https://www[.Jmomoshopvip[.]Jcom Website gia mao MoMo
Website gid mao Ngan han
30 https://www][.]baovietcom][.]vip/ 8 C ‘(’TA 8
TMCP Bao Viét
Website gid mao Ngan han
31 https://www].]baovietn[.]vip 8 C ‘(’TA 8
TMCP Bao Viét
Website gia Ngan Ha
32 moneytracking137[.]Jcom e eAgla a0 ganm ne
TMCP Cong Thuong Viét Nam
Website gia Ngan Ha
33 https://vietinbankamc[.]vn e eAgla o ganw ne
TMCP Cong Thuong Viét Nam
Website gid Ngan hé
34 https://tcbcanhan[.]com eOSIIE %131 o ga.u} e
TMCP Ky Thuong Viét Nam
Website gia mao Ngan ha
35 https://khtechcanhan[.]com/ % ’ ga.uj ne
TMCP K§ Thuong Viét Nam
Website gia mao Ngan Hé
36 https://vietcombank-career[.]com 8 L gari ne
TMCP Ngoai thuong Viét Nam
Website gia mao Ngan hang
37 cskhcanhanhd].]com TMCP Phét trién Thanh phé Ho
Chi Minh
Website gid Ngéan hé
hdbank{.]tructuyen-uudai- eOSIIE ,gla glao ‘gan a?g \
38 TMCP Phat trién Thanh pho H6
thekhachhang[.]Jcom .
Chi Minh
Website gid Ngéan hé
39 https://vnmcrd2s][.]online eoStic £la maoA geil,l ne
TMCP Quan do1
Website gia mao Ngan ha
40 https://mbdk99[.]Jcom 8 o gN ne
TMCP Quan doi
Website gia mao Ngan han
41 | https://www[.]dangnhaphoso[.]Jcom 8 o gN 8
TMCP Quan do1
Website gid Ngan ha
42 https://tcvnhomefic[.]Jcom eostte 8l maoA geil,l e
TMCP Quan do1
Website gia mao Ngan han
43 https://mcqdvn[.]Jcom 8 o g“ 8
TMCP Quan do1
Website gia mao Ngan han
44 https://mmb-online[.]Jcom 8 10 N8 8

TMCP Quan doi
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Website gid mao Ngan hang

45 vib-care[.Jcom L e
TMCP Qudc t€ Viét Nam
Website gid mao Ngan han
46 http://dich-vu-the-sat-vib[.]com 8 Lz % 8
TMCP Qudc t€ Viét Nam
47 https://vib[.]Jchamsockhachhang- Website gid mao Ngan hang
uudai-tructuyenthe[.]Jcom TMCP Qudc té Viét Nam
Website gid Ngan ha
48 http://dich-vu-the-elite-vib[.]Jcom eOSIe £l Ama(z %an e
TMCP Qudc t€ Viét Nam
49 https://vib[.]Jchamsockhachhang- Website gid mao Ngan hang
tructuyenuudaithe[.]online TMCP Qubc té Viét Nam
Website gid Ngan ha
50 dich-vu-the-vvip-vib[.Jcom COSIIE B1d THa0 eal 1ang
TMCP Quodc té Viét Nam
. Website gia mao Ngan hang
51 visa-vibbank[.]com L e
TMCP Quodc té Viét Nam
, . Website gia mao Ngan hang
52 https://dich-vu-the-svip-vib[.]Jcom P
TMCP Qudc t€ Viét Nam
Website gia mao Ngan han
53 https://nang-cap-ocare-vib[.]Jcom 8 . 2 % 8
TMCP Quoc té Viét Nam
. Website gid mao Ngan hang
54 vib-nangcap[.]com R
TMCP Quoc té Viét Nam
Website gid Ngan ha
55 main-card-vib[.]com eOSIIe £l fna(: %an ne
TMCP Quodc té Viét Nam
, Website gia mao Ngan hang
56 vib-up-the][.]shop L e
TMCP Quodc té Viét Nam
, Website gia mao Ngan hang
57 vib-cardnew][.]shop R
TMCP Quoc té Viét Nam
Website gid mao Ngan ha
58 vib-nang-the[.Jcom 8 L s % ne
TMCP Quoc té Viét Nam
Website gid mao Ngan han
59 nang-cap-the-vcare-vib[.]Jcom 8 Lz % 8
TMCP Quoc té Viét Nam
. Website gia mao Ngan hang
60 nang-cap-qcare-vib[.]Jcom Loz
TMCP Quodc té Viét Nam
Website gid Ngéan hé
61 vib-solution[.]shop Sie 814 Tdo ean s

TMCP Qudc té Viét Nam
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http://vib[.]Juudaikhachhang-

Website gid mao Ngan hang

62 .2
tructuyen[.]Jcom[.]vn TMCP Quobc té Viét Nam
Website gid Ngéan hé
63 http://ib-miles-card[.]shop eOSIIE glaﬂmacz %an ne
TMCP Quoc t€ Viét Nam
Website gid Ngan ha
64 http://vib-gold-card[.]shop 8 a:‘nacz %an ne
TMCP Quoc t€ Viét Nam
Website gid Ngan hé
65 | http://nang-hang-the-vip2-vib[.]Jcom eosTe Sl Ama(z %an e
TMCP Qudc t€ Viét Nam
Website gid Ngan hé
66 | http://nang-hang-the-vip3-vib[.]Jcom eosTe sl Ama? %an e
TMCP Qudc t€ Viét Nam
Website gid Ngan hé
67 http://vib-khen[.]shop/ eOSTIE 814 AG TEan hang
TMCP Quodc té Viét Nam
Website gid Ngan hé
68 vib-town[.]com cosTe 81 Am a(f %an e
TMCP Quoc té Viét Nam
69 https://tpbank][.]chamsockhachhang- Website gia mao Ngan hang
uudaithe-thang6[.Jcom TMCP Tién Phong

70

www|.]vpbank[.]Jchamsockhachhang

-uudaithecanhan-tructuyen|.Jonline

Website gid mao Ngan hang
TMCP Vi¢t Nam Thinh Vuong

71

vpbank].]Juudai-tructuyen-
chamsockhachhang-the[.]Jcom[.]vn

Website gid mao Ngan hang
TMCP Vi¢t Nam Thinh Vuong

72

https://www|.]Jvpbank[.]Jchamsockha
chhang-uudai-the-truc-tuyen][.]online

Website gid mao Ngan hang
TMCP Vi¢t Nam Thinh Vugng

https://www[.]tinchapshinhan|[.]onlin

Website gia mao Ngan hang

73
e TNHH MTYV Shinhan Viét Nam
Website gid Ngan hé
74 https://centralmarketing|.]Jonline/ eoSIie £l maow san fang
Worldbank Viét Nam
75 https://lapdatinternet[.|net/ Website gid mao SCTV
Website gid an TMDT
76 https://sendotv[.]com COSIIE Bld Ao sai
Sendo
Website gid mao san TMDT
77 https://sp75193p[.]com
Shopee
78 https://sp1663p[.]Jcom Shopee
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) Website gid mao san TMDT
79 https://www[.]vn999mall[.]vip
Shopee
Website gid mao san TMDT
80 https://sp1776p[.]Jcom
Shopee
Website gid mao san TMDT
81 sp7335p[.Jcom
Shopee
Website gid an TMDT
82 https://vnc63661s[.Jcom EOSIIE Eld Ao san
Shopee
Website gid an TMDT
83 https://www|.]seleeashopee[.]Jcom EOSIIE £14 a0 San
Shopee
Website gid an TMDT
84 https://vnc75635s[.]Jcom COSIIE £14 THao San
Shopee
Website gia mao san TMDT
85 https://vnc69977s[.]Jcom
Shopee
Website gia mao san TMDT
86 https://www[.]shopeesop[.]Jcom
Shopee
Website gid an TMDT
87 https://nze98582s[.Jcom/ EOSIIE £14 Tt San
Shopee
Website gid an TMDT
88 https://0dz68254s[.]Jcom COSIIE £14 THao San
Shopee
Website gid an TMDT
89 https://soppe86].]life EOSIIE Bld Ao San
Shopee
Website gia mao san TMDT
90 https://www[.]sp5118p[.]Jcom
Shopee
Website gia mao Tap doan Di¢n
91 https://www][.]govgdt|.]top N
luc Viét Nam (EVN)
Website gid Thanh t
92 | https://www][.]thanhtrapcrt[.]online eOSe gla’ o ] ani e
Chinh phu
93 https://fajiatu50[.]Jcom Website gid mao san TMPT Tiki
94 https://vntikil[.]com Website gia mao san TMDBT Tiki
95 https://tdkt00[.]Jcom Website gia mao san TMDBT Tiki
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96 https://z1a653[.]top Website gid mao san TMPT Tiki
97 https://tdkt04[.]Jcom Website gia mao san TMPT Tiki
98 https://s2rjtiki[.]Jcom Website gia mao san TMPT Tiki
99 https://k2rjtiki[.]com Website gid mao san TMPT Tiki
100 https://sh2tiki[.]Jcom Website gia mao san TMDBT Tiki
101 https://tdkt06[.]com Website gia mao san TMDBT Tiki
102 https://fajiafu30[.]com/ Website gia mao san TMDBT Tiki
103 https://tdkt07[.]com Website gia mao san TMDBT Tiki
104 https://tikijaj2[.Jcom Website gia mao san TMDBT Tiki
105 https://tikt88[.Jcom Website gia mao san TMDBT Tiki
106 https://businesseventskp|.]top Website gia mao san TMDBT Tiki
107 https://www[.]tikifreeship|[.]vip/ Website gia mao san TMDBT Tiki
108 https://tdke00[.]com/ Website gia mao san TMDBT Tiki
109 https://www[.]vntiki[.]vip Website gid mao san TMPT Tiki
110 https://tdke02[.]Jcom Website gid mao san TMPT Tiki
111 https://nhanvientiki[.]org Website gia mao san TMDBT Tiki
112 https://muasamtiki[.]com Website gia mao san TMDBT Tiki
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113 https://tracuutthvt[.]Jcom Website gia mao Tong cuc Thué
Website gid Van phc
114 chinhphul.]cc eI gla,mao van phong
Chinh phu
115 https://chinhphu[.]dancuquocgia[.]or Website gid mao Van phong
g Chinh phu

116 https://viettlot135p[.]Jcom Website gid mao Vietlott
117 quandoi-viettel[.Jcom Website gia mao Viettel
118 Giaodichquoctes[.]Jcom Website gia mao Western Union
119 | https://giaodichquoctes][.]vercel[.]app | Website gia mao Western Union
120 https://giaodichquoctes|.]com Website gia mao Western Union

https://nhantienquoctev3[.]vercel[.]a L ,
121 / Website gia mao Western Union

pp

https://chuyentienquoctenhanh|[.]Jverc L ,

122 Website gia mao Western Union
el[.]app/

123 | chuyentienquoctel313][.]vercel[.]app | Website gia mao Western Union
124 giaodichdaquocgial.]us Website gia mao Western Union
125 | https://xacnhanthutuchoantra[.Jus/ | Website gia mao Western Union
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Phu luc Il

MOT SO LO HONG VAN CON TON TAI PHO BIEN TREN CAC MAY
CUA CO QUAN TO CHUC

/BC-CATTT ngay  thang  nam 2024

cua Cuc An toan thong tin)

Mai diém yéu/ | SL may bi
16 hong anh huwong
1 | CVE-2022-26809 15834 2022-26809
https://nvd.nist.gov/vuln/detail/ CVE-
2 | CVE-2023-21716 6752 2023-21716
https://nvd.nist.gov/vuln/detail/ CVE-
3 | CVE-2023-29341 1408
2023-29341
https://nvd.nist.gov/vuln/detail/ CVE-
4 | CVE-2021-40444 995
2021-40444
s | CVE-2024-30093 958 https://nvd.nist.gov/vuln/detail/ CVE-
2024-30093
6 | CVE2024.37985 207 https://nvd.nist.gov/vuln/detail/ CVE-
2024-37985
https://nvd.nist.gov/vuln/detail/ CVE-
7 | CVE-2021-28310 786 202128310
https://nvd.nist.gov/vuln/detail/ CVE-
8 | CVE-2023-36732 725 202336732
9 | CVE2024.35265 579 https://nvd.nist.gov/vuln/detail/ CVE-
2024-35265
10 | CVE2020-1097 ses https://nvd.nist.gov/vuln/detail/ CVE-
2020-1097
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Phu luc 111
THONG KE CAC THONG TIN CHI BAO (INDICATORS OF
COMPROMISE)

(Kém theo Bdo cdo s6  /BC-CATTT ngay thang  nam 2024
cua Cuc An toan thong tin)

STT ‘ Indicators of compromise Ghi chu

1 bba3bl5bad6b5a80ab9fa9a49b6436

58
5 38e27983¢757374d9bae36a2e2520¢

8e
3 hxxp://sdfa.liveblog365[.]Jcom/ares/h

ades.txt
hxxp://sdfa.liveblog365[.]com/ares/b
4
abyhades.txt
5 hxxp://ney.r-e[.]kr/mar/tys.txt
Nhom APT Kimsuky

6 hxxp://ney.r-e[.]kr/mar/tys.php
7 hxxps://webman.w3school.cloudns].]

nz
2 hxxps://onewithshare.blogspot[.]com

/2023/04/10.html
9 hxxps://raw.githubusercontent[.]com/
HelperDav/Web/main/update.xml

10 hxxps://github[.]Jcom/cmastern

11 | 0d068b6d0523f069d1ada59c12891c4a

12 | b3067f382d70705d4c816977a7d7beec4

13 | d72f202¢1d684c9a191075290a60920f
Nhom APT41

14 | 294cc02db5al22e3albc4f07997956da

15 | 393065ef9754e3139b24b2d1051eab61

16 | bcac2cbda36019776d7861112d9b59¢4
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17 f062183da590aba5e911d2392bc29181
18 4141c4b8271f67c180096{t5f2ccl1474
19 | bc85062de0f70afd44bb072b0b71a8cc
20 72070b165d1£11bd4d009a81bf28a3e5
1 f0953ed4a679b987a2da95578873760
2
29 hxxps|://]fullgasesspa[.]cl/tet/download].]
php
23 hxxp[://]cbmelipilla[.]cl/te/test1].]html
24 hxxps[://]cbmelipilla[.]cl/te/hhhh2[.]php
25 hxxps|://]hostalaskapatagonia[.]com/tt/te Nhém APT VoidBanshee
dfd[.]te

26 hxxps|[://]hostalaskapatagonia[.]com/tt/be

come].]txt
27 hxxp[://]Th[.]com:8000/test1[.]html
28 185[.]172[.]128[.]95
29 4bb191c6d3a234743ace703d7d51818f
30 43f1c44fal419ce2c0ba9451de2f7d3dd

1a208de

31 95e3312ded43cldadcc3bel8fad7ab9fad
37 a59cca28205eeb94¢331010060f86ad2

3d41882 ,

Nhom APT Ghost Emperor

33 | d8ebfd26bed0155e7c4ec2ca429¢871d
34 bab2ae2788dee2c41065850b2877202

e57369137
35 imap.dateupdata[.]Jcom
36 193.239.86[.]168
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37 45[.]66[.1217[.]106
1 45[.177[.]12[.]1212
39 207[.]148[.]97[.1235
40 64[.]176[.1214[.]51
il 45[.176[.1222[.]130
i 207[.]148[.]90[.145
B 103[.]1143[.]208[.]115
" 103[.]143[.]209[.]36
45 91[.]245[.1255[.130
46 89[.1233[.]109[.169
47 108[.]160[.]130[.]45
48 95[.185[.191[.]15
40 168[.1100[.]8[.]103
50 45[.]77[.1183[.]161
51 207[.]148[.]103[.]42
5 103[.]143[.]208[.]29
52 146[.]70[.]79[.168
s 91[.]245[.1255[.]79

55

www|[.]Jmorrowadded|.]com

Nhom APT MirrorFace
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www/[.]lookpumrron[.]Jcom

56

57 minggamevies[.]Jcom

53 2a12:a300:3600::31b5:2e02

59 2400:8902::f03¢:93ff:fe8a:5327
93af6afb47t4c42bcO0dadeedco6ech9054

60 134f4a47¢f0add0d285404984011072
43349¢97b59d8ba8e11471911797220

61 | blb7b87609fe4aaa7fldbacc2c27b361

d

62 0d59734bdb0ec6f4fe6a44312a2d55145
€98b00f75a148394b2e4b86436c32f4c
5721f6b98cc133b2d0c8a4fd8ff9d14ae3

63 6¢cdaal19086a5d56079354e49d2a7ce
5e¢7¢d0461817b390cf05a7¢c874¢017¢9

64 f44eetd41053da99b479a4dfa3a04512
2001:1910:7001:2ae2:5400:4ft:fe0a:55

65

66

66 2a12:a300:3700::5d91:b451
bcd34d436¢bac235b56ee5b7273baed6

67 2bf385ee13721c7tdcfc00af9ed63997
41932d6e211fdd0072aba61203¢731969

63 3e490adbd9e¢93a49b0fe870d4d0aed71

69 9590646b32fec3aafd6c648{69ca9857f

b4be2adfabf3bcaf321c8cd25ba7b83

7a7e7e0d817042¢54129697947dfb42

70 | 3b607692f4457163b5c62ffea69a8108

d
71 b07c¢7dfb3617cd40edcl1ab309a68489a

3aadaale8fd486d047¢155¢952dc509¢

Nhom APT MirrorFace
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Phu luc IV
DANH SACH CAC PON VI CO PIA CHI IP NAM TRONG MANG
BOTNET

(Kém theo Bdo cdo s6  /BC-CATTT ngay thang
cua Cuc An toan thong tin)

nam 2024

1. Danh sach Bo/Nganh

S6 lwong S6 lwong
Tén don vi IP botnet IP botnet Loai ma

: thang thang doc/botnet

06/2024 07/2024

Bao hiém Xa hoi
| Viét Nam 1 1 Andromeda
7 bai Tiéng noi Viét 0 1 Andromeda
Nam

2. Danh sach Tinh/thanh

S6 lwong IP  S6 lwong IP
botnet botnet

Tén don vi théng théng Ghi chu
06/2024 07/2024

1 Ha Nam 3 5 Andromeda
2 Lam Pdng 0 3 Andromeda
3 Lai Chau 6 2 Andromeda
4 Nam Dinh 2 2 Andromeda
5 Thanh Hoéa 2 2 Andromeda
6 Thai Binh 1 2 Andromeda
7 Lang Son 1 2 Andromeda
2 . UrlZone,

Ninh Binh 1 2 Andromeda
9 Dién Bién 0 2 Andromeda
10 Gia Lai 1 1 Andromeda
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11 Ha No1 1 Andromeda
12 Kon Tum 1 Andromeda
13 An Giang 0 Andromeda
14 Ba Ria Viing Tau 0 Andromeda
15 Quang Ninh 0 Andromeda
16 Dik Nong 0 Andromeda
17 Cao Bang 0 Andromeda
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Phu luc V
TINH HINH KET NOI, CHIA SE DU LIEU GIAM SAT
THEO YEU CAU CHI THI SO 14/CT-TTG NAM 2019
/BC-CATTT ngay nam 2024
cua Cuc An toan thong tin)

(Kém theo Bdo cdo s6 thang

1. Danh sach Bo/Nganh

Bo/Nganh/Co quan . .. . . .. . Thoigian gin nhit nhan
TT | trwe thude Chinh |5 oo g‘saé“d?ralti gua“ Eas dwoc dit ligu
phil - (tinh dén 31/07/2024)
1 | Bg Cong Thuong 09/08/2020 31/07/2024
9 B§ Giao duc va Dao 31/08/2020 KhongAnhz.ln. du:(,)’c dir
tao li€u chia sé
3 B0 Giao Elfong van 15/05/2020 KhongAnhz_u? du;(_)'c dir
tai liéu chia sé
4 |BOKe hof‘lfh va Dau 20/11/2020 31/07/2024
5 | BoKhoahocva 19/11/2020 31/07/2024
Cong nghé
B¢ Lao dong - A A ~
6 |Thwong Binh va X4 11/12/2020 Khong nhan dugc dr
.. li€u chia sé
hoi j
7 Bo Neoai giao 24/07/2020 28/07/2024
8 B3 N6i vu 30/07/2020 31/07/2024
B¢ Nong nghiép va A A ~
9 | Phat trién nong 28/09/2020 Khong nhan dwgc d
. liéu chia sé
thon *
10 B Tai chinh 15/12/2020 31/07/2024
1 | Bo lainguyenva 03/10/2020 31/07/2024
MOo1 truong
12 | BOThongtinva 11/02/2022 31/07/2024
Truyén thong
13 Bo Tur phap 18/03/2023 31/07/2024
B0 Vin héa, Thé Khong nhan dwgc dir
14 thao va Du lich 20/06/2020 li€u chia sé
15 | By Xay Dune 23/07/2020 31/07/2024
Khong nhan dwgc dir
16 By Y té 17/07/2020 liéu chia sé
17 | Nean hang Nha nuce 02/07/2020 31/07/2024
Viét Nam
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18 Thanh tra} Chinh 10/11/2020 KhongAnhz.uf du:g’c dir
phu li€u chia sé

19 Uy ban Dan tc 08/10/2020 31/07/2024

20 Van phong Chinh 22/09/2020 KhongAnhaQ du:(.)’c dir
phu liu chia sé

gp | Dai Truyén hinh Viét 14/09/2020 31/07/2024
Nam

Vién Han Lam
23 KHCN 22/09/2020 31/07/2024
04 | Kiém todn Nha nuge 09/03/2021 22/07/2024

Viét Nam
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2. Danh sach Tinh/Thanh

Thoi gian gan nhat nhan
dwoc dir liéu (tinh dén

Thoi gian bit diu chia

TT Tinh/Thanh

N e 31/07/2024)
1 An Giang 30/09/2020 31/07/2024
2 Béc Giang 21/08/2020 31/07/2024
3 Béc Kan 01/09/2020 31/07/2024
4 Bac Liéu 09/10/2020 Khong nhin dugc
‘ dir lieu chia sé
5 Béc Ninh 23/07/2020 31/07/2024
g | DBaRia-Ving 20/07/2020 31/07/2024
Tau
7 Bén Tre 10/08/2020 31/07/2024
8 Binh Dinh 05/06/2020 31/07/2024
9 | Binh Duong 24/04/2020 31/07/2024
10 |  Binh Phudc 23/04/2020 31/07/2024
11 |  Binh Thuan 31/08/2020 31/07/2024
12 Ca Mau 15/05/2020 31/07/2024
13 Cin Tho 13/04/2020 31/07/2024
14 Cao Bing 14/08/2020 31/07/2024
15 Pik Lak 17/06/2020 31/07/2024
16 |  Dik Nong 31/08/2020 31/07/2024
17 Pa Ning 09/06/2020 29/07/2024
18 |  Dién Bién 02/06/2020 31/07/2024
19 Péng Nai 15/06/2020 07/06/2024
20 |  Dbdng Thap 14/07/2020 31/07/2024
21 Gia Lai 14/09/2020 31/07/2024
22 Ha Giang 18/08/2020 31/07/2024
23 | Hai Duong 04/09/2020 Kgg“lfé‘l‘lhi‘;ad;"é‘-”c
24 |  Hai Phong 28/07/2020 31/07/2024
25 Ha Nam 22/09/2020 31/07/2024
26 Ha Noi 30/06/2020 31/07/2024




28

27 Ha Tinh 06/10/2020 31/07/2024
28 Hoa Binh 13/05/2020 31/07/2024
29 | H Chi Minh 26/06/2020 31/07/2024
30 | Hau Giang 02/10/2020 31/07/2024
31 | HungYén 22/05/2020 31/07/2024
32 |  Khanh Hoa 21/09/2020 31/07/2024
33 |  Kién Giang 24/09/2020 31/07/2024
34 Kon Tum 28/09/2020 31/07/2024
35 Lai Chau 26/09/2020 31/07/2024
36 | Lam Déng 22/10/2020 31/07/2024
37 Lang Son 08/10/2020 31/07/2024
38 Lao Cai 09/07/2020 31/07/2024
39 Long An 22/07/2020 31/07/2024
40 | Nam Dinh 21/09/2020 31/07/2024
41 Nghé An 09/09/2020 31/07/2024
42 | Ninh Binh 28/07/2020 31/07/2024
43 | Ninh Thuan 01/09/2020 31/07/2024
44 Phii Tho 01/10/2020 Khong nhin dugc
i dir liéu chia sé
45 Phti Yén 30/11/2020 31/07/2024
46 | Quang Binh 01/07/2020 31/07/2024
47 | Quing Nam 14/09/2020 Kgg“sé‘l‘lhi‘;ad;"é‘-’c
48 | Quing Ngii 12/08/2020 31/07/2024
49 | Quéng Ninh 12/09/2020 Kgflr“lfé‘l‘lhi';ad:’é‘-”c
50 |  Quéng Tri 24/12/2020 31/07/2024
51 Séc Tring 12/08/2020 31/07/2024
52 Son La 13/07/2020 31/07/2024
53 Tay Ninh 08/07/2020 31/07/2024
54 Thai Binh 25/06/2020 31/07/2024
55 | Thai Nguyén 19/11/2020 31/07/2024
56 |  Thanh Hoa 29/09/2020 31/07/2024
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57 | Thira Thién Hué 29/07/2020 31/07/2024
58 Tién Giang 24/09/2020 31/07/2024
59 Tra Vinh 29/07/2020 31/07/2024
60 Tuyén Quang 19/11/2020 16/07/2024
61 Vinh Long 25/06/2020 31/07/2024
62 |  Vinh Phiic 30/06/2020 Khong nhan dwge
dir li€u chia sé
63 Yén Bai 26/08/2020 31/07/2024
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Phu luc VI
TINH HINH TRIEN KHAI GIAl PHAP PHONG CHONG MA PQC PAP
UNG YEU CAU CUA CHI THI SO 14/CT-TTG NAM 2018

/BC-CATTT ngay nam 2024
cua Cuc An toan thong tin)

1. Danh sach Bo/Nganh

(Kém theo Bdo cdo s6 thang

SO lwgng may
chia sé dir liéu

B¢/Co quan ngang B¢/ Co

quan trwc thugc Chinh phu trong thang
07/2024
1 B§ Cong Thuong 196
2 B¢ Giao duc va Pao tao 0 Chua chia sé
3 B6 Giao thong van tai 85
4 Bo Ké hoach va Dau tu 1006
5 B6 Khoa hoc va Cong nghé 383
¢ | BdLao dong - Thuong Binh va 0 Mat két noi 01
Xa hoi thang tré lén
7 Bo Ngoai giao 10
8 B6 Noi vu 447
9 B0 Nong ngﬂhwp Vfl Phat trién 0 Chua chia sé
nong thon
10 B Tai chinh 278
11 B¢ Tai nguyén va Moi truong 56
12 Bo Thong tin va Truyén théng 243
13 Bo Tu phap 8388
14 | B Vin hoa, Thé thao va Du lich 25
15 B0 Xay Dung 31
16 BoY té 54




31

17 Ngan hang Nha nudc Viét Nam 3533
18 Thanh tra Chinh phii 0 Mat ket noi 01
thang tro 1én
19 ﬁy ban Dan toc 0 Chuwra chia sé
S . . Mat két n6i 01
20 Van phong Chinh phu 0 thang tro 1én
51 | BanQuanly Lang Chu tich Ho ;
Chi Minh
22 Bao Hiém X3 Hoi 14600
23 Pai tiéng no6i Viét Nam 16
24 Pai Truyén hinh Viét Nam 177
25 Thong tan x3 Viét Nam 1699
26 Vién Han Lam KHCN 114
27 Vién Han Lam KHXH 156
28 | Kiém toan Nha nwéc Viét Nam 0 Mat ket noi 01

thang tré lén
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2. Danh sach Tinh/Thanh

S6 lwong may
chia sé dir liéu

Tinh/Thanh trong thing Ghi chi
07/2024

1 An Giang 460

2 Bic Giang 1180

3 Bic Kan 3067
4 Bac Liéu 1914
5 Bic Ninh 1593
6 Ba Ria - Viing Tau 22877
7 Bén Tre 37

8 Binh Dinh 164

9 Binh Duong 8966
10 Binh Phuéc 4035
11 Binh Thuén 3360
12 Ca Mau 1847
13 Can Tho 1499
14 Cao Bang 1291
15 Pik Lak 5202
16 Pik Nong 1243
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17 Da Niéng 54083
18 Pién Bién 4025
19 Péng Nai 0 Mt ké‘t:rléélié(:ll thang
20 Déng Thap 8859
21 Gia Lai 20
22 Ha Giang 13
23 Hai Duong 2096
24 Hai Phong 2723
25 Ha Nam 920
26 Ha Noi 6239
27 Ha Tinh 2027
28 Hoa Binh 862
29 Ho Chi Minh 1
30 Hau Giang 974
31 Hung Yén 552
32 Khanh Hoa 2881
33 Kién Giang 3457
34 Kon Tum 4778
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35 Lai Chéau 34
36 Lam Pong 2496
37 Lang Son 325
38 Lao Cai 3
39 Long An 2690
40 Nam Dinh 42
41 Nghé An 5093
42 Ninh Binh 150
43 Ninh Thuan 909
44 Pha Tho 1
45 Pha Yén 136
46 Quéng Binh 2491
47 Quang Nam 242
48 Quéang Ngai 3671
49 Quiing Ninh 0 Mit ké’::?;é(:} thang
50 Quang Tri 318
51 Soc Trang 34
52 Son La 4204
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53 Tay Ninh 1371
54 Thai Binh 3554
55 Théi Nguyén 2067
56 Thanh Hoéa 1739
57 Thira Thién Hué 5970
58 Tién Giang 31461
59 Tra Vinh 1273
60 Tuyén Quang 3347
61 Vinh Long 3276
62 Vinh Phuc 11891
63 Yén Bai 1024
Ghi chu:

- S6 luong may ctia mdi don vi dugc tinh dua trén s6 lugng may chia sé thong tin
vé hé diéu hanh (truong “OS” trong vian ban 2290/BTTTT-CATTT ngay
17/7/2018 vé viéc huéng din két ndi, chia sé thong tin vé ma doc giira cac hé
thong k¥ thuat phat hanh).
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